


Semester-III 

B.A/B.ScCriminologyandForensicScience 

Title of the course: DSC A3: Police Science and Criminal Investigation 

CourseOutcome: 

 Understandtheconceptandpurposeof Police 
Scienceanditsimportanceincrimeprevention,investigationandmaintaining 
socialorderpeacefully. 

 DeveloptheknowledgeregardingthePoliceAdministration,EnforcementofLawsofthenati

on, maintaining theLawandOrder. 

 Understandingthevariouschallengesfacedbypoliceintheirdaytodaypolicing. 

 Become aware about the different types of crime scenes, investigations and their 

related legal procedures. 

Number of 

TheoryCredits 

NumberofLecturehours/

semester 

NumberofPracticalcredit

s 

Numberofpracticalhou

rs/semester 

4 
5
6 

4 56 

ContentofTheorycourse 56hrs 

Unit–1Investigation 14 

Chapter-1Investigation 

 Meaning and Importance 

 ObjectivesofCriminalInvestigation 

 CharacteristicsandroleofInvestigatingofficer 

Chapter – 2LegalproceduresinInvestigation 

 InvestigationproceduresinCognizable Offences 

 RegistrationofFIR,chargesheet,recordingofstatements, and 

arrest 

 

 

Unit–2Scene of Crime and Method of Investigation 14 

 Chapter 3: Scene of Crime  

 Meaning and Types 

 Methods of search  

         Chapter 4: Methods of Investigation 

 Investigation of Murder, Suicide, Burglary and Traffic 

Accidents 

 chain of custody 

 

Unit-3CrimeScene Management and Documentation  14 

Chapter-5 CrimeSceneManagement 

 Nature and importance of CSM 

 ResponsibilitiesofFirst, Second and Auxiliary responders. 

Chapter-6Crime scene Documentation 

 Panchanama, Photography and Videography 

 Sketching  

 Preparation of Report(Charge sheet and Closure Report) 

 



Unit–4Methods of Interview and Interrogation 14 

Chapter-7 Witness 

 Types of Witness 

 Techniques of interview 

Chapter- 8Scientific Interrogation 

 Interrogation: Meaning and Types  

 Scientific Interrogation techniques- Polygraph, Narco-

Analysis and Brain Mapping 

 

 

SUGGESTEDREADINGS: 

1. Nabar.B.S.2007,ForensicScienceinCrimeInvestigation,3rdEdition,AsiaLaw 

House,Hyderabad. 

2. SharmaB.R,2007,ForensicScienceinCriminalInvestigationandTrials 

UniversalLawPub.Co.Pvt. Ltd. 

3. Douglas Cruise (2002) The Business of Private Investigations, Texas: Thomas 

InvestigativePublications. 

4. RamanujamT,1992,PreventionandDetectionofCrime,MadrasBookAgency 

5. NehadAshraf,(1992),PoliceandPolicinginIndia,CommonWealthPublishers,NewDelhi 

JOURNALREFERENCES 

1. Internationaljournalofpolicescienceandmanagement,SAGE 

2. TheIndian PoliceJournal 

3. TheJournalcriminalLaw, Criminology and PoliceScience,JSTOR ISSN-15476154 

DIGITALREFERENCES 

1. https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_T

HE_POLICE_OR_SCIENCE_FOR_THE_POLICE_- 

_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE

_SYSTEMS 

2. https://www.ojp.gov/pdffiles1/nij/228922.pdfhttps://www.researchgate.net/publication/3408

74515_Police_science_as_an_emerging_scientific_discipline. 

Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 --- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 10 10 

Total 20 20 40 

 

 
 

 

 

 

 

 

 

 

 

 

https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_THE_POLICE_OR_SCIENCE_FOR_THE_POLICE_-_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE_SYSTEMS
https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_THE_POLICE_OR_SCIENCE_FOR_THE_POLICE_-_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE_SYSTEMS
https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_THE_POLICE_OR_SCIENCE_FOR_THE_POLICE_-_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE_SYSTEMS
https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_THE_POLICE_OR_SCIENCE_FOR_THE_POLICE_-_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE_SYSTEMS
https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_THE_POLICE_OR_SCIENCE_FOR_THE_POLICE_-_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE_SYSTEMS
https://www.researchgate.net/publication/318324772_POLICE_SCIENCE_SCIENCE_OF_THE_POLICE_OR_SCIENCE_FOR_THE_POLICE_-_CONCEPTUAL_CLARIFICATION_AND_TAXONOMY_FOR_COMPARING_POLICE_SYSTEMS
https://www.ojp.gov/pdffiles1/nij/228922.pdf
https://www.ojp.gov/pdffiles1/nij/228922.pdf
https://www.researchgate.net/publication/340874515_Police_science_as_an_emerging_scientific_di
https://www.researchgate.net/publication/340874515_Police_science_as_an_emerging_scientific_di


ContentofPractical Course DSC-3 

Credits: 02     Marks- 25+25=50 

Listof Experimentsto beconducted 

1. Kim’s Game 

2. Procedureandprocess offilingcomplainttothePoliceStation 

3. SceneofCrimeDocumentation:roughsketch,finalsketch,photographyandvideography 

4. CrimeSceneInvestigationMethods(Murder,Burglary,TrafficAccident etc) 

5. MethodsofSearchingtheSceneofCrime. 

6. ReconstructionofSceneofCrimeandreportwriting 

7. Handling,packingandforwardingofphysicalcluestoforensic science 

laboratory(Fingerprintsonarticles,Bloodstained articles, hairand fibresamples, 

Bullets&Cartridge)



 

 

 

CourseOutcome: 

Semester-III 

B.A/B.Sc Criminology and Forensic Science 

Titleofthecourse:OE-3.1GenderandCrime 

 Understandthemeaning,natureandscopeofGenderequalityandcrime. 

 Describethecriminologicalexplanationofgenderandcrimeandtheirchallenges. 

 Understandingthevariouspatternsofgenderrelatedcrimesanditsprevention. 

 Explainthedifferenttypesofgenderrelatedcrimesagainstchildren. 

 
Number of 

TheoryCredits 

NumberofLecture

hours/semester 

NumberofPracticalc

redits 

Numberofpractical

hours/semester 

03 42 --- --- 

ContentofTheorycourse 42hrs 

Unit–1GenderEquality 14 

Chapter-1GenderawarenessinCriminology 

 Genderandcrime:Meaning, natureandscope 

 GenderawarenessinCriminology 

Chapter-2Gendergapincrime 

 Genderequality:Meaning,definition 

 Gender inequalityandCrime 

 Cognitivecapacitiesandcrime 

 Situationalpressuresandgender bias 

 

Unit–2GenderspecificcrimesandCriminologicalstudies 14 

Chapter- 3Criminologicaltheoriesofgenderandcrime 

Chapter-4GenderinCriminalJusticeSystem 

 CrimesandCulturalViews 

 Legal system 

 Policepractice 

 Courttrials 

Chapter-5PatternsofCrime 

 Meaning,definition andnature 

 Gendered pathways to offending 

Chapter-6WomenandCrime,MenandCrimes 

 Femalepatternsofoffending 

 Risingfemalecriminality 

 MalepatternsofoffendingReasonsformalecriminality 

 

Unit-3Crimesagainstgenderspecificchildren 14 

Chapter-7Crimesagainstchildren 

 Meaning,Definition,NatureandScope 

 Harmfulcycleofgender-basedviolenceonchildren 

 Causesandimpactsof gender 
basedviolenceagainstchildrenChapter-8Typesof Crimes 
againstChildren 

 Infanticidesand female feticides 

 Childtrafficking 

 Childpornography and pedophilia. 

 Child Labourandstreetoffences,etc 

 Variousproceduralrulesforprotectionofchildren 

 



SUGGESTEDREADINGS: 
 

1. FitzGibbon,K.&Walklate,S.(2018).Gender,CrimeandCriminalJustice,Routledge,ISBN:97

81138656376 

2. Mukharjee,S.K.&Scutt,J.A.(1981).WomenandCrime,Routledge,ISBN:9781138186569 

3. Silvestri,M.&Crowther-

Dowey,C.(2008).GenderandCrime(AKeyApproachtoCriminology),SAGEPublications 

4. Britton,D.M.(2011).TheGenderofCrime,Rowman&Littlefield 

5. Evans,K&Jamieson,J.(2008).GenderandCrime:AReader,OpenUniversityPress 

 

JOURNALREFERENCES 
 

1. Childmaltreatment-SAGE 

2. International journalonchildmaltreatment-Springer 

3. WomenandCriminalJustice–TaylorandFrancis 

4. FeministCriminology-SAGE 

5. ViolenceandGender 

DIGITALREFERENCES 
 

1. Gender-BasedViolence:AGlobalThreat|SavetheChildren 

2. https://www.open.edu/openlearncreate/mod/oucontent/view.php?id=53771&printable=1 

3. (PDF)GenderandCrime:Towarda GenderedTheoryofFemaleOffending(researchgate.net) 

4. https://ijcst.journals.yorku.ca/index.php/ijcst/article/download/39737/35977 

5. GenderandTheoriesofDelinquency-OxfordHandbooks 
 

 

 

Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 --- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 10 10 

Total 20 20 40 

 

 

 

 

https://www.savethechildren.org/us/charity-stories/gender-based-violence
https://www.open.edu/openlearncreate/mod/oucontent/view.php?id=53771&printable=1
https://www.researchgate.net/publication/234838484_Gender_and_Crime_Toward_a_Gendered_Theory_of_Female_Offending
https://ijcst.journals.yorku.ca/index.php/ijcst/article/download/39737/35977
https://www.oxfordhandbooks.com/view/10.1093/oxfordhb/9780199747238.001.0001/oxfordhb-9780199747238-e-16


Semester-III 

B.A/B.Sc Criminology and Forensic Science 

Title of the course: OE3.2 Crime Scene Investigation 

Course Outcome: 

 Understand the methods of securing, searching and documenting crime scenes. 

 Capable to do the art of collecting, packaging and preserving different types of physical 

and trace evidence at crime scenes. 

 Describe the legal importance of chain of custody. 

 Understand the tools and techniques for analysis of different typesofcrimesceneevidence. 

 

Number of 

TheoryCredits 

NumberofLecturehou

rs/semester 

NumberofPracticalcr

edits 

Numberofpracticalh

ours/semester 

03 42 --- --- 

ContentofTheorycourse 42hrs 

Unit–1CrimeScenePreliminaries 14 

Chapter-1CrimeSceneanditsimportance. 

 MeaningandTypesofcrimescenes 

 Indoor, outdoor and Mobile 

 Primary,SecondaryandAuxiliary. 

Chapter-2Securingandisolatingthecrimescene. 

 Crimescenesearchmethods. 

 Safetymeasuresatcrimescenes. 

 Legal considerationsatcrimescenes. 

 

 

Unit–2CrimeSceneDocumentation 
 

14 

Chapter-3CrimeSceneDocumentation anditsimportance 

 Typesofdocumentationofcrimescenes 

 Photography. 

 Videography, 

 Sketchingand 

 Recordingnotes. 

 

Chapter-4Dutiesoffirstrespondersatcrimescenes. 

 Coordinationbetweenpolicepersonnelandforensic 

scientistsatcrimescenes. 

 The evaluation of 5Ws (who? what?, when?, where?, why?) 

and1H(how?). 

 

 

Unit-3 Crime Scene Evidence Management 14 



Chapter-5Classificationofcrimesceneevidence 

 Locard’s principleandImportance. 

 Physicalevidence and 

 Traceevidence. 

Chapter-6Collection,labelling,sealingofevidence. 

 Hazardousevidence. 

 Preservationofevidence. 

 Chainofcustody. 

 Reconstructionofcrimescene. 

 

SUGGESTEDREADINGS: 

1. M.Byrd,CrimeSceneEvidence:AGuidetotheRecoveryandCollectionofPhysicalEviden

ce,CRC Press, BocaRaton (2001). 

2. T.J.GardenerandT.M.Anderson,Criminal Evidence,4thEd.,Wadsworth,Belmont(2001). 

3. S.H.JamesandJ.J.Nordby,ForensicScience:AnIntroductiontoScientificandInvestigativeTechni

ques,2nd Edition, CRC Press, BocaRaton (2005). 

4. W.J.Tilstone,M.L.HastrupandC.Hald,Fisher’s,TechniquesofCrimeSceneInvestigation,CRCPr

ess, BocaRaton (2013). 

Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 --- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 10 10 

Total 20 20 40 

 

 

 

 



Semester-III 

B.A/B.ScCriminologyandForensicScience 

Title of the Course: SEC-2Artificial Intelligence in Investigation 

CourseOutcome: 

 UnderstandingtheRoleandimportanceofArtificialIntelligenceinCrimeInvestigation 

 Explain the role of AI in Criminal Justice System 

 Describing the application of AI in prevention & Detection of Crime 

 UnderstandingvarioustoolofAIinpolicing. 
 

NumberofTheor

yCredits 

NumberofLecturehou

rs/semester 

NumberofpracticalCre

dits 

NumberofPracticalhours/se

mester 

 

2 28 ----- ----- 

ContentofTheoryCourse1 28Hrs 

Unit-I:IntroductiontoArtificialIntelligence 14 

Chapter1:ArtificialIntelligence: 

 Concept and Meaning.  

 DevelopmentofIAanditsimportance 

 ApplicationofIAin col lect ion of  Cr imina l Intelligence 

Chapter2:ArtificialIntelligenceinCrimeinvestigationandCriminalJusticeSystem 

 PreventionofCrimethroughAI 

 Detection ofCrimethroughAI 

 ApplicationofAIinCJS 

 

Unit-II:IntroductiontoToolsofAIinPolicing 14 

Chapter-3Surveillance System: Meaning and its importance in Policing 

 CCTVs as atoolofAI 

 CamerasasatoolofAI 

 FRSas atoolofAI 

 GPS&GISas toolofAI 

Chapter4: Access Control System and IA 

 AIBarriers 

 BiometricSystem 

 AccessCard 

 

References: 

1. Alisha(2021)UseofARTIFICIALINTELLIGENCEinCriminalJusticeSystem,Firsteditio

nBluerosePublishersPvt. Ltd. 

2. DennisJ.Baker,PaulH.Robinson 

(2020)ArtificialIntelligenceandtheLaw:CybercrimeandCriminalLiability, 1stEdn, 



RoutledgePublications. 

3. ElaineRich(1991)ArtificialIntelligence,2ndEdn,Micgraw – HillPublications. 
4. Patterson W Dan (1990) Introduction to Artificial Intelligence and Expert Systems,Prentice-

HallPublications. 

5. Padhy N P (2005) Introduction to Artificial Intelligence and Intelligent Systems, 

OxfordPublication 

Journals: 

1.Thomas C. King, Nikita Aggarwal, Mariarosaria Taddeo & Luciano 

Floridi“Artificialintelligence crime: an interdisciplinary analysis of foreseeable threats and 

solutions” ScienceandEngineering Ethics26 (1):89-120 (2020) 

DigitalReferences: 

1. https://www.researchgate.net/publication/331099286_Artificial_Intelligence_Crime_An_Interd

isciplinary_Analysis_of_Foreseeable_Threats_and_Solutions 

2. https://www.researchgate.net 
 

Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 --- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 10 10 

Total 20 20 40 

 

 

 

https://www.researchgate.net/publication/331099286_Artificial_Intelligence_Crime_An_Interdisciplinary_Analysis_of_Foreseeable_Threats_and_Solutions
https://www.researchgate.net/publication/331099286_Artificial_Intelligence_Crime_An_Interdisciplinary_Analysis_of_Foreseeable_Threats_and_Solutions
https://www.researchgate.net/publication/331099286_Artificial_Intelligence_Crime_An_Interdisciplinary_Analysis_of_Foreseeable_Threats_and_Solutions
http://www.researchgate.net/


Semester-IV 

B.A/B.ScCriminologyandForensicScience 

TitleoftheCourse:DSCA4:CorrectionalAdministration 

CourseOutcomes: 

 Understand about the meaning, concept and scope of penology and 
CorrectionalAdministration. 

 Explainthetheoriesandtypesofpunishmentsinthe pastandpresentinIndia andabroad. 

 Describingtheprisonasinstitutionofcorrection,itstypesandthelegalprovisions 

 Understandingthe conceptsofnon-institutional treatmentsofprisoners. 
 

 

Number of 

TheoryCredits 

Number of 

Lecturehours/se

mester 

NumberofPracticalc

redits 

Numberofpractical

hours/semester 

04 56 02 56 

ContentofTheorycourse 56hrs 

Unit–1IntroductiontoCorrectionalAdministration 14 

Chapter-1Penologyandcorrectionaladministration 

 Penology– Historical Development, Meaning and Definitions  

 Concepts of correction – Genesis, Objectives and Purpose 

Chapter-2Theoriesof Punishment 

 Deterrencetheory 

 Retributivetheory 

 Preventivetheory 

 Reformationtheory 

 

Unit–2Nature of Punishment 14 

Chapter-3Punishment 

 Definition, objective and purpose 

 Types of Punishment 

 Recent approaches to punishment 

Chapter-4Sentencing 

 Principles 

 Policies  

 Procedures and  

 Amendments (Legal and Constitutional)  

 

Unit–3Institutional Corrections  14 

Chapter-5 Prison and Prisoners in India  

 Meaning, Definitions and purpose 

 Historical development of prison system 

 Classification: Central prison, district prison, sub-jails, open prison, 

women's prison and Special Jails. 

 Classification of Prisoners 

 Juvenile Correctional Institutions 

 



Chapter-6Legal Provisions for Prisoners  

 LegalRightsofprisoners 

 Constitutionalprovisionsofprisoners 

 NelsonMandelarules forthetreatmentofprisoners 

Unit-4Non-Institutional Corrections and Victimology 14 

Chapter-7Communitybasedcorrections 

 Probation, Parole, Furlough 

 Aftercareservices 

 RoleofNGOsinreformationandrehabilitation 

Chapter-8 Victimology 

 Meaning, Definitions and Importance 

 Typology of Victims 

 Victimizing Factors and Victim Compensation 

 

RECOMMENDEDREADINGS: 

1. Edelston,C.D.&Wicks,R.I.(1977),AnIntroductiontoCriminalJustice,McGrawHill. 

2. KrishnaMohanMathur,(1994),IndianPolice,Role andChallenges,GyanPublishingHouse,New 

Delhi. 

3. Bhattacharya S.K.,(1986) ProbationsysteminIndia,ManasPublications,NewDelhi. 

4. Brodie,S.R.,(1976) EffectivenessofsentencingHomeoffice,London. 

5. Paranjepe,N.V.,(2002) CriminologyandPenology,Central LawPublications,Allahabad. 

6. S.S Srivasthava – Criminology, Penology and Victimology  

JOURNALREFERENCES 

1. ThePrisonJournal-SAGE 

2. InternationalJournalofPrisonerHealth 

3. JournalOfCorrectionalHealthCare 

DIGITALREFERENCES 

1. http://kamarajcollege.ac.in/Department/Criminology/II%20Year/003%20Core%205%20- 

%20Penology%20&%20Correctional%20Administration%20-%20III%20Sem.pdf. 

2. https://www.scribd.com/document/408782187/Notes-on-Correctional-Administration-2017. 

3. https://www.academia.edu/34249101/Notes_on_Correctional_Administration. 

4. https://bprd.nic.in/WriteReadData/userfiles/file/5261991522-Part%20I.pdf. 
 

Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 --- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 10 10 

Total 20 20 40 

http://kamarajcollege.ac.in/Department/Criminology/II%20Year/003%20Core%205%20-%20Penology%20%26%20Correctional%20Administration%20-%20III%20Sem.pdf
http://kamarajcollege.ac.in/Department/Criminology/II%20Year/003%20Core%205%20-%20Penology%20%26%20Correctional%20Administration%20-%20III%20Sem.pdf
https://www.scribd.com/document/408782187/Notes-on-Correctional-Administration-2017
https://www.academia.edu/34249101/Notes_on_Correctional_Administration
https://bprd.nic.in/WriteReadData/userfiles/file/5261991522-Part%20I.pdf


Semester-IV 

Content of Practical Course DSC-Marks: 25+25=50 

ListofFieldBased Practical tobeconducted 

1. Visitto prison as a correctional institution and prepare a report on reformatory process, 

rehabilitation measures and facilities provided. 

2. Visit to study non-institutional treatment programmes, the after care services and other NGO’S 

working towards reformation, rehabilitation and re-socialization of inmates. 

3. Visit to JJB and CWC to study the functions and powers. 

4. Visit to Civil Rights Enforcement Cell and Human Rights Cell. 

5. Visit to Observation Homes. 

 

 



Semester-IV 

B.A/B.Sc Criminology and Forensic Science 

Titleofthecourse:O.E 4.1Child Protection Laws 

CourseOutcomes: 

Title 

 Understandthelegal 

andconstitutionaldefinitionofchildandissuesandproblemsoftheirdevelopmentstage. 

 Describetheroleofvarioussocialinstitutionsinthechildprotectionanditsimportance. 

 UnderstandingthepowersandfunctionsofJuvenileJusticeBoardandChildWelfareComm

ittees mentioned under JuvenileJusticeBoard. 

 Explain thecrime againstchildren andrelatedlawsandguidelines. 

Number of 

TheoryCredits 

NumberofLecture

hours/semester 

NumberofPracticalc

redits 

Numberofpractical

hours/semester 

03 42 -- --- 

ContentofTheorycourse 42hrs 

Unit–1IntroductiontoChild,theirProtectionand Laws 14 

Chapter-1Child:MeaningandDefinition 

 Legalandconstitutionaldefinitionsofchild 

 Developmentalstagesofchildhood 

 Theoriesin childdevelopment 

Chapter-2FactorsdeterminingWellBeingandDevelopmentOfChildren 

 Adult-childrelationships 

 Protection, care andsupport 

 Factorsaffectingdevelopmentand well-being of children 

Chapter-3Child Protection 

 Meaning,definition,natureandscope 

 Roleoffamily,school,society, NGOs 

andgovernmentinchildprotection. 

Chapter-4Legislations,PoliciesandProgrammes 

 Constitutionalprovisionsforchildren 

 UNCRC,otherrelevantconventionsand 

 Nationalpoliciesinchildprotection 

 

Unit–2JuvenileJusticeSystem 14 

Chapter-5JuvenileJustice Act 

 SalientfeaturesofJJ Act 

 Procedureswhiledealingwithchildreninconflictwithlaw 

 ProcedureswhiledealingwithchildreninneedcareandprotectionChap

ter-6Commissions forProtection OfChildRightsAct2005 

 Role,functionsandpowersofnationalcommissionandstatecom

missions in protectionof childrights 

 Salientfeaturesofintegratedchildprotectionscheme 

 

Unit-3Crimesagainstchildren 14 



Chapter-7Crimesagainstchildren 

 Crimesagainstchildreninfamily,schoolsandpublicplaces 

 Childlabour andstreetoffences 

 Childtrafficking,prostitutionandpornographyetc 

Chapter-8SpecialLaws forCrimes AgainstChildren 

 Prohibitionofchildmarriage Act 

 Protectionofchildrenfromsexualoffences 

 Childlabour(prohibitionandprevention) Act 

 United NationsStandard Minimum Rules for Juvenile 

Justice(Beijingrules) 

 UNRiyadhGuidelinesetc. 

 

 

SUGGESTEDREADINGS: 

1. Chaudhary,N.(2004)ListeningtoCulture:ConstructingRealityfromEverydayTalk,NewDelhi:

Sage. 

2. Bakshi,I.(1999)UnderstandingChildrenandtheirProblems,Mumbai:Vakils,FefferandSimon

s Ltd. Empson, J. M., 

3. NabuzokaD.(2003)AtypicalChildDevelopmentinContext,NewYork:PalgraveMacmillanButler, 

I. and Roberts, G. (2004) Social Work with Children and Families: Getting 

intoPractice,Second Edition,London:JessicaKingsleyPublishers. 

4. Holt,J.(1974)EscapefromChildhood,Bhopal:Eklavya-

InstituteforEducationalResearchandInnovativeActionwith permission fromHold Associates, 

Boston 

5. Chandru,K.,Geetha,R.&Thanikachalam,C.(1998)ChildLawinIndia,Chennai:IndianCounci

lfor Child Welfare. 

6. Verhellen,E.(2006)ConventionontheRightsoftheChild,London: GarantPublishers. 

7. Joachim,T.(2004)PromotingRightsBasedApproaches:ExperiencesandIdeasfromAsiaandthePaci

fic, Sweden:SavetheChildren 

JOURNALREFERENCES 

1. Childabuseandneglect-Elsevier 

2. Childwelfarejournal-CWLA 

3. Childmaltreatment-SAGE 

4. International journalonchildmaltreatment-Springer 

DIGITALREFERENCES 

1. https://legalstudymaterial.com/child-protection-law-policy/ 

2. https://www.unicef.org/media/63086/file/UNICEF-Teaching-and-learning-about-child-

rights.pdf 

3. https://www.routledge.com/Childrens-Rights-and-the-Law-An-

Introduction/Barnett/p/book/9781138321250 

4. https://www.open.edu/openlearncreate/mod/oucontent/view.php?id=53771&printable=1 

https://legalstudymaterial.com/child-protection-law-policy/
https://www.unicef.org/media/63086/file/UNICEF-Teaching-and-learning-about-child-rights.pdf
https://www.unicef.org/media/63086/file/UNICEF-Teaching-and-learning-about-child-rights.pdf
https://www.unicef.org/media/63086/file/UNICEF-Teaching-and-learning-about-child-rights.pdf
https://www.routledge.com/Childrens-Rights-and-the-Law-An-Introduction/Barnett/p/book/9781138321250
https://www.routledge.com/Childrens-Rights-and-the-Law-An-Introduction/Barnett/p/book/9781138321250
https://www.routledge.com/Childrens-Rights-and-the-Law-An-Introduction/Barnett/p/book/9781138321250
https://www.open.edu/openlearncreate/mod/oucontent/view.php?id=53771&printable=1


Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 
--- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 
10 10 

Total 20 20 40 

 

 

 

 

 

 



Semester-IV 

B.A/B.Sc Criminology and Forensic Science 

Titleofthecourse:OE-4.2Cybercrimes and CyberLaw 

Course Outcome:  

 Understand the meaning and fundamentals of computers, networking and its 

operating systems. 

 Describe the different types of cybercrimes, cyber security in dealing with its 

detection. 

 Understand the various types of cyber forensic tools in identifying and examination of 

digital evidences 

 Explain the laws related to cybercrimes, its prevention and detection of cybercrimes 

Number of 

TheoryCredi

ts 

NumberofLecture

hours/semester 

NumberofPracticalc

redits 

Numberofpractical

hours/semester 

03 42   

ContentofTheorycourse 42hrs 

Unit–1Introductionto Computerand networking 14 

Chapter-1 FundamentalsofComputersandoperating system 

 Computers&Networking–

Basicsofcomputers,itsDefinitionsandclassification 

 Operating systems- Operating system and Function, Batch,Interactive, 

Time-sharingandReal – Timesystems,CPUScheduling–  Scheduling 

concept, algorithms and Performance criteria,memory management. File 

sharing, File System Implementation.Overview of Linux 

OperatingSystem. 

Chapter-2BasicsofNetworking 

 NetworkComponents -

Server,client,routers,SharedPrintersandotherperipherals, Network 

InterfaceCard. 

 Network Devices – hubs, Switches, routers, repeaters. OSI modeland 

TCP/IP model. Basic HTTP, World Wide Web, 

WebBrowsers,WebServers, DomainNames, URLandDNS. 

 IP addressing – types and classes. Types of Networks – LAN,MAN 

and WAN. Working of Wi-Fi and Bluetooth. Overview 

ofcloudcomputing. 

 

Unit–2Cyber-crime,cybersecurity&CyberForensics 14 

Chapter-3CyberCrime 

 Cybercrime-meaning,definitionanditsclassification 

 CybercrimesagainstIndividuals–E-mailspoofingandonlinefrauds, 

Phishing and its forms, Spamming, Cyber-defamation, Cyber 

stalking, Cyber Bullying and harassment, 

ComputerSabotage,Pornography, PasswordSniffing. etc 

 CyberCrimesagainstWomenandChildren. 

 



 Cybercrime against organization – Unauthorized access 

ofcomputer,PasswordSniffing, Denial-of-service(DOS)attack, 

Backdoors and Malwares and its types, E-mail Bombing, 

SalamiAttack,SoftwarePiracy,IndustrialEspionage,Intruderattacks. 

Chapter-4CyberSecurity 

 Riskevaluation–IdentificationofThreats,VulnerabilitiesandRisk. 

 RiskManagement,RiskAssessmentandAnalysis. 

 InformationClassification,Policies,Standards,ProcedureandGuideli

nes. 

 SecurityFrameworks,LayersofSecurity. 

 Authorization and Access Controls- Models, Methods and 

TypesofAccessControl. 

Chapter-5DigitalForensics:Meaning,ImportanceandTools 

 TypesofComputerForensicsToolsanditsneeds 

 ComputerForensicsSoftwareTools. 

 UNIX/Linux Forensics Tools, Other GUI Forensics 

Tools,ComputerForensicsHardwareTools,ForensicWorkstations 

 

Unit-3ITActand otherLaws forCyber-crime 14 

Chapter – 6ITAct2000 

 Objectives,Applicability,Non-

applicability,Definitions,Amendments andLimitations. 

 Variouscyber-crimes underSections 43(a)to(j),43A,65,66,66A to 

66F, 67, 67A, 67B, 70, 70A, 70B, 80 etc. along 

withrespectivepenalties,punishmentandfines,PenalProvisions. 

Chapter-7IndianEvidenceAct 

 Classification 

civil,criminalcases.Essentialelementsofcriminallaw 

 Crossexaminationandre-examinationofwitnesses. 

 Sections 32, 45,46, 47,57, 58, 60, 73, 135,136, 137, 138, 

141.Section293inthecodeofcriminalprocedure.SecondaryEvidenceSection

65-B. 

 

 

SUGGESTED READINGS: 

1. JohnP.Hayes,“ComputerArchitectureandOrganization”,McGraw-Hill,1988. 

2. V.RajaramanandNiharikaAdabala;“FundamentalsofComputers”,6thEditi

on,PHILearningPvt.Ltd., 2015. 

3. AnitaGoel;“ComputerFundamentals”,PearsonPublications,2010. 

4. Beherouz.AForouzan; 

“DataCommunicationandNetworking”,4thEdition,TMH,2000. 

5. Andrew S. Tanenbaum; “Modern Operating Systems”, 2nd edition, Addison 

Wesley, 2001. 

6. GaryNutt;“OperatingSystems:AModernPerspective”,2ndedition,PearsonEdu

cation,2001. 

7. WilliamStallings;“OperatingSystems:InternalsandDesignPrinciples”,5thEdition,P

renticeHall,2005. 



8. KarnikaSeth; 

“Computers,InternetandNewTechnologyLaws”,LexisNexisButtersworthWadh

wa,2012. 

9. VikasVashishth.;“LawandpracticeofintellectualpropertyinIndia” 

10. JonathanRosenoer;“CyberLaw:TheLaw ofInternet”,Springer-Verlag,New 

York,1997. 

11. SreenivasuluN.S;“LawRelatingtoIntellectualProperty”,PatridgePublishing,2013 

12. PavanDuggal;“CyberLaw–TheIndianPerspective”,SaaksharLawPublications. 

13. HarishChander;“CyberLawsandITProtection”,PHILearningPvt.Ltd,2012. 

JOURNALANDSPECIALACTSREFERENCES 

1. TheCopyrightAct,1957 

2. ThePatentAct,1970 

3. TheIndianEvidenceAct,1872 

DIGITALREFERENCES 

1. https://mrcet.com/pdf/Lab%20Manuals/IT/R15A0533%20CF.pdf. 

2. https://annamalaiuniversity.ac.in/studport/download/engg/it/resources/Cyber%20Fo

rensics.pdf 

3. https://www.ifsedu.in/cyber-forensics-cyber-crimes-cyber-security-cyber-law/ 

4. https://lawbhoomi.com/cyber-law-notes/ 

 

Pedagogy:Lecture,Assignments,InteractiveSessions,ICT,GroupDiscussion 

FormativeAssessment40(WeightageinMarksincludes:WrittenTests,Activities/Assignment/Se

minar/Presentation &Attendance) 

AssessmentOccasion/type C1 C2 Total Marks 

WrittenTest(2) 10 10 20 

Seminar/Presentation/Activity 10 
--- 10 

Casework/Assignment/Fieldwork/Projectwork etc --- 
10 10 

Total 20 20 40 

 

 

 

 
Dr. Lancy D’Souza 

Chairman 

Board of Studies 

Criminology and Forensic Science 

University of Mysore 

 

https://mrcet.com/pdf/Lab%20Manuals/IT/R15A0533%20CF.pdf
https://annamalaiuniversity.ac.in/studport/download/engg/it/resources/Cyber%20Forensics.pdf
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